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Disaster Recovery as part of IT Business
Continuity - Where it fits

Often Neglected
Often Incomplete

i Y Often Not Tested
Continuity

Protection of critical Business data Operations continue after a disaster

Recovery is predictable and reliable Costs are predictable and manageable



Analysts Perspective on Business Continuity and
Disaster Recovery

C According to g G Gartner survey:

recent survey of 2,803 IT
decision-makers, improving
their business continuity and
disaster recovery (BC/DR)
capabilities is the No. 1
priority for small and medium
sized businesses and the
second highest priority for
Large enterprises for the next
12 months.

Six Percent of IT Operating
and Capital Budgets Goes to
BC/DR

50% plan for
w natural disasters,
w terrorist attacks,
W power outages,
w fire,
W Virus attacks.
Less than 50% plan for:
w Denialof-service attacks,
w pandemics,
w failure of key service providers,
w longterm (>1 week) facility outages.

More than 50% have not tested their
plans within the past year.

Almost none have performed a
comprehensive compaswide test.

Gartner Study Source: Computerworld, 31 March 2008, pg. 23.



Business Recovery Metrics

What are the Needs of Your Business
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ARecovery Time Objective (RTO)

I Amount of time required to bring up applications and network
connectivity.

ARecovery Point Objective (RPO)
I Amount of data which must be recovered i measured in units of time.
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Select Backup and Recovery Solutions
based on application requirements and budget

Continuous Availability,
Priority = uptime, business
justification

Remote clusters, data
mirroring

Step 1:

Where are you now?

A Priorities = Uptime and
cost/value

A Data replication

Step 2:

Determine business
or regulatory need
for improvement.

Backup/Restore
A Priority = cost

A day or more? A Tape backup

A Recovery using toolkits
and basic services

Recovery Time Objective
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Protecting Against Local and Regional Outages and Disasters
Synchronous vs. Asynchronous Mirroring

Business Impact

and Cost Analysis ‘

Maximum acceptable business application response time impacts.
VS.

Maximum acceptable transaction loss by business process (RPO).
A business tradeoff of relative costs vs. benefits

A SYNCHRONOUS remote copy: A ASYNCHRONOUS remote copy:

Use when response time impact is Use when smallest possible impact to
S%%e\?vtr?:rlle distance is short primary site performance is required
A Often best choice for fastest A Often the only choice over long
recovery distances |
A Tradeoff: Use when minimal loss of data is
izero data | osso an|, acceptable
Continuous Availability. A Tradeoff:
VErsus Negligible appl. impact & unlimited
Application response time impact over distance.
longer distances. Versus.

Minimal data loss.

© 2012 IBM Corporation




Disaster Recovery Trends and Directions

LEGACY OPERATIONS INTERMEDIATE OPERATIONS ADVANCED OPERATIONS
A Tape based back-up recovery A Geographic dispersion A Data center clustering and
A . A Data replication i hicallv di il :
A Annual restore from tape exercises i . _ _ A Geographically dispersed clustering
A Optional compliance testing ‘ . : .
A Semi-annual compliance testing

A RPO hours if not days A RPO minutes A RPO minutes

A RTO hours if not days A RTO hours A RTO less than an hour

A Manual compliance testing A Manual compliance testing ﬁ iut(i'matt.ed comtplllance testing
A Data-centric recovery A Data-centric recovery pplication-centric recovery

No Replication Storage Replication PowerHA
Recover from Tape Flash Copy Storage Replication
Reboot/Restore Flash Copy
Automation
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PowerHA for IBM 1 Resources

A PowerHA Website
A www.ibm.com/systems/power/software/availability/
A PowerHA Options for IBM i - Introduction (incl. 7.1)
A http://www-03.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/PRS4021
A PowerHA and DS8000 Storage Integration on IBM i
A http://Iwww-03.ibm.com/support/techdocs/atsmastr.nsf/Weblndex/PRS4361
A Lab Services
A http://www.ibm.com/systems/services/labservices/platforms/labservices power.html
A Redbooks at www.redbooks.ibm.com

Implementing PowerHA for IBM i - SG24-7405-00 (Nov 2008)

Clustering and IASPs for Higher Availability - SG24-5194-01

Independent ASPs: A Guide to Moving Applications to IASPs - SG24-6802-00

Independent ASP Performance Study on the IBM iSeries - REDP-3771-00

Implementing SAP Applications on the IBM System i with IBM i5/0S - SG24-7166-00

A IBM System Storage Solutions for IBM |

A Course code: AS930, Duration: 4.0 days

A www-304.ibm.com/jct03001c/services/learning/ites.wss/us/en?pageType=course_description&courseCode=AS930
Is your ISV solution registered as ready for PowerHA?

A http://Iwww-304.ibm.com/isv/tech/validation/power/index.htmi

High Availability Clusters (Power HA) and Independent Disk Pools for IBM i

A Course code: AS541, Duration: 4.0 days

A www-304.ibm.com/jct03001c/services/learning/ites.wss/us/en?pageType=course_description&courseCode=AS541
IBM System Storage Solutions for IBM i for Storage Professionals

A Course code: SS071, Duration: 2.0 days

A www-304.ibm.com/jct03001c/services/learning/ites.wss/us/en?pageType=course_description&courseCode=SS071

To T T Do Do

>\

>\

>\
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http://www.ibm.com/systems/services/labservices/platforms/labservices_power.html
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IBM | Capacity Backup System
(CBU)

ungle-system replication

Multiple system replication




IBM 1 CBU

Consider an IBMCBU EditiorPower System When You Are:

V
V

V
V
V

Considering an HA or DR deployment in your environment

Using or considering a thirgbarty disasterecoveryservice and want
iIn-housecontrol

Planning to expand business continuity operations

Using tape backup as your primary DR solution approach

Using an older system as a backup and are looking for setfestive,
flexible option for a faster backup system

An IBM iICBU EditiorPower System offers:

V

Temporary transfer of IBM i processamd user license
entitlements purchased on a primasystemto the CBU
system

Temporary transfer of 5250 Enterprise Enablement
entitlements purchased on a primasystemto the CBU
system, ifrequired (where applicable)



IBM 1 CBU

A L.aQa /.! FT2NJ 2FFSNAYy3I AY

I Benefit is the savings incurred by transferring entitlements

i Entitlements from the primary system processor core activations may be used on the CBU thus saving
money.

I Transferred entitlement may not be used concurrently with primary

i An entitlement is the option to use an active core on the CBU without purchasing the corresponding IBM |
5250 for that processor core

I User entitlements from the production system can also be used on the CBU

[—
- " - Active Standby CBU Cores
N —
1_50 user Transfer Up to
licenses 150 user licenses

In this example, 4 IBM i OS license s were purchased for the production system, and 1 IBM i OS license was

purchased for the CBU system.

A 31BM i OS licenses are transferred to the CBU to provide enough processing capacity to allow the
production environment to run on the CBU system

A These same 3 IBM i OS licenses cannot be used on the production system when they are in use on the CBU

A 150 user licenses were purchased for the production system and 30 user licenses were purchased for the
CBU

A Up to 150 users can be transferred to the CBU to provide user access

The savings in this example would be three IBM i entitlement transfers and up to 150 user licenses



SAN Based HA/DR

SAN Based DR/HA solutions rely on the Disk subsystem, independent of the Host
CPU or Host Application, to replicate data at a disk volume level

A Production Disk Subsystem has at least one more Disk Subsystem as a target
but may have more then one target system.

Data is controlled and copied by the source subsystem at the Production site to
the Disk subsystem at the Destination Site

BENEFITS

NO HOST CPU USAGE: SAN Based DR/HA frees up host CPU cycles and
places no additional overhead to process the copying of data

ONE SOLUTION TO COPY ALL OF YOUR DATA: A uniform single standard is
applied across all hosts and applications instead of multiple solutions from
different application vendors that must be utilized

STABLE and TESTED Solution: Unlike Application based DR/HA Disk Subsystem
replication has over 40 years of experience (Peer to Peer Remote copy since the
1970s)

Premier
Business
Partner

[ _J
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Do To Io Do Io Po Do Io Do

IBM SAN Based HA/DR Solutions

IBM Solutions

Provide Both Synchronous and Asynchronous Copy of Data
Provide Both Fibre Channel and iISCSI base Solutions

Provide Solutions at the Enterprise Midrange and Entry Level
Disk Subsystems

Across all platforms copy is at disk subsystem volume level
Both a GUI and CLI Interface

Tivoli Flashcopy Manager can integrate and automate DR/HA
solution with an existing backup solution

ENTERPRISE: DS8000 XIV SVC
MIDRANGE: v7000 DS5000 N600O
ENTRY LEVEL: DS3500 v3700

Premier
Business
Partner

[ _J
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SAN DR/HA: Licenses

SAN DR/HA Licenses: 2 Methods

A Method 1: Subsystem licenses by amount of TB at
volume level i.e. 1-12 TB and next increment is 12 to
64 TB with reducing costs at each additional increment

A Method 2: Introduced with the v7000 the license is by 4
a disk expansion unit e.g. a 4 expansion unit with 24
drives each may have 60 TB of volumes to replicate
but you only buy a license for quantity 4 7 the number
of expansion units

Premier
Business
Partner

[ _J
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SAN DR/HA: Virtualization

SAN DR/HA Virtualization

A IBM SVC (Enterprise) and v7000 (Midrange) can
virtuali ze any vendor 0s s

A You can have an Enterprise EMC Disk array at
Production site and replicate to an inexpensive entry
level Hitachi Array at the DR site.

A SVC/v7000 DR/HA solution also allows for Easy data
migration i.e. migrate from a disk subsystem to be
replaced by new model with no downtime!!

Premier
Business
Partner

[ _J
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AT A GLANCE

Whware® High Availability (HA) provides easy to use, cost
effective high availability for applications running in
virtual rmachines. In the event of sener failure, affected
virtual machines are automatically restarted on other
production servers with spare capacity.

BEMEFITS

« Minirnize downtime and [T service disru ption while
=liminating the reed for dedicated stand-by hardware
and irstallation of additional software.

« Provide uniform high availability across the entie virtu-
alized IT environment without the cost and complesity
of failower solutions tied to either operating systems or
spacific applications.

Resource Pocl

S S
i &
Physical Sorvars

Whwana HA provides oost affective avalablkyfor 3l applctions running In
Mrtual machines,

VMware High Availability (HA) allows companies to provide high
availakility to any application running in a virtual machine. With
Viware HA T crganizaticns can:

- Protect applications with no other fallover option. Provide
cost-effective high availability for any application running in a
virtual machine. High availability soluticns are often relatively
complex and expensive, and typically reserved for mission critical
applications. WWware HA provides a cost-effective high availability
solution that makes high availability possible for software applica-
tions that were formerly left unprotected.

« Establish consistent “first line of defense” for an entire IT envi-
ronment. Unlike cther high availability soluticns that are cperat-
ing systemn or software application speacific, VMware HA represents
a consistent, easy to manage high availability solution for the
entire [T enviranment. Wiware HA provides basic failover for any
application with minimum cost and management cverhead.

Viware HA continuously monitors all servers in a rescurce pool
and detects server failures. An agent placed on each server main-
tains & “heartbeat” with the other servers in the rescurce pool and a
loss of "heartbeat” initiates the restart process of all affected virtual
machines on ather servers. ViMware HA ensures that sufficient
resources are available in the resource pocl at all times to be able
to restart virtual machines on different physical servers in the event
of server failure, Restart of virtual machines is made possible by

the Virtual Machine File Systemn (VMFS) clustered file system which
gives multiple E5X Server instances read-write access to the same
virtual machine files, concurrently. VMware HA, is easily configured
for a resource pool through VirtualCenter,

« Automatic detection of server failures. Automate the monitor-
ing of physical server availability. HA detects server failures and
initiates the virtual machine restart without any human interven-
tian.

Resource checks. Ensure that capacity is always available in
order to restart all virtual machines affected by server failure. HA
continucusly monitors capacity utilization and “reserves” spare
capacity to be able 1o restart virtual machines.

.
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Detailed instructions for installing the IBM Storage Replication Adapter can be found in the IBM SVC SRA
Instaliation and User Guide which is included in the compressed file with the Storage Replication Adapter
software package.

Using vCenter Site Recovery Manager for data center protection

Traditional disaster recovery requires the business to make decisions based on each application’s
recovery point objective (RPO) and recovery time objective (RTO) to determine whether the business
need justifies the cost and complexity to manage a failover sclution for the application. Application failover
must be managed separately, and in many cases, applications do not support any type of data center
failover.

Disaster recovery can be simplified by implementing an infrastructure built on virtualization. YMware
vSphere abstracts the virtual machine operating system and applications from the underying hardware;
the Storwize V7000 Unified for block storage replicates the virtual machinge and data to a secondary data
center; and vCenter Site Recovery Manager adds intelligence to the configuration. Figure 1 shows a
diagram of the described solution.

r . r

Primary Datacenter Secondary Datacenter

Viware Site Site Recovery Vhware Site
Recovery Manager - . Manager __ Recovery Manager
Chomainates
Site Faibouer
e ieiti—
e '\
!
/ 4
! |
/ L
| 1
BN Sterage Replication Adapier| 8N Storage Heplication Adapter
|
18M PureFlex Sysiem 18M Pureflex System |
\ 2 kel Compists: rndes 2 kel Compute s I

""‘f_- & /

Ptetro Mirmor

Primarg datastone

Replication
138 Storwies 7000 1B Storwize V000
Unified for block Unified far block
storage storage
W ), LY s

Figure {: Cverview diagram of fhe lab architecture

The following sections describe the role that each component fulfills in this solution.




SRM_Primary_Failover

Recovery Steps

[ EditPlan  [ByExportsteps Sl addstep  [FEdistep  [FDeletestep ([ Add Mon-critical vi Vi |Test Steps
Recovery Step | Stakus | Step Started | Step Completed
@ f{i 1. Synchronize Storage SuCCess 2I6J2012 12:02:15 PM 2/6/2012 12:02:18 PM
1)) 1.1. Protection Garoup SRM_DS1 SUCCEss 2I6J2012 12:02:15 PM 2/6/2012 12:02:15 PM
Q 2. Restare hosts From standby SUCCEss 2I6J2012 12:02:18 PM 2/6/2012 12:02:15 PM
Eﬁ'] 3. Suspend Mon-critical ¥Ms at Recovery Site
= Eé 4, Create Writeable Storage Snapshot SUCCEss 2I6J2012 12:02:18 PM 2/6/2012 12:03:16 PM
J 4.1, Pratection Group SRM_DS1 SUCCEss ZIGJE01Z 12:02:15 PM ZI6[2012 12:05:16 PM
\I} 5. Power On Priority 1 WMs
i’i‘ 6. Power On Priority 2 WMs
v ? 7. Power On Priority 3 WMs Runining ZI6J2012 12:03: 16 PM 56%
3 @ 7.1 Runining ZIEJE012 12:03: 16 PM 6%
w72 Mz RN 26)2012 12:03:16 PM B6%
[ e Running 26)2012 12:03:16 FM B6%
3 @ 7.4 VM4 Runining ZIEJE012 12:03: 16 PM 6%
3 @ 7.5 VM5 Runining ZIEJE012 12:03: 16 PM 6%

‘P g, Power On Priority 4 WMs
‘E:v" 9, Power On Priority 5 WMs

Figure 8: Example recovery plan execution
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Barracuda Backup
Backup and Recovery Made Simple and Affordable

<Dwracona | £
HETWOARE

o Securlty

& Data Protection

O MNetworking

Barracuda Backup reduces complexity, cost, and time by integrating
software, storage, and cloud technology in an all-in-one solution.

The Barracuda Advantage Product Spotlight

« All-in-one backup solution requires nc
third-party software, hardware, or cloud

« Protects physical and virtual (VMware & Hyper-V) environments
+ Local and cloud LiveBoot™ for ViMware
+ Joud-based central management
= Intuitive and simple wek interface
* Mo par-server or per-application fees
- Affordable per-GB or unlimited* flat-rate cloud storage
« Complimentary hardware refresh with
Instant Replacement subscription

« User file access via Copy™ (www.copy.com)

= Deduplicated storage and fast replication

= Microsoft S0, Exchange, and message-level restore
- Wiware snapshaot and file recovery

« Cloud storage and site-to-site replication

« Extended cloud backup retenticn

* Urlimited cloud storage—the industry first flai-rate subscription for complete
badoupard retercion in the doud from a siegle backap appliance

Integrated, All-in-One
Backup Solution

A complete backup solution ne longer
requires multiple werdors. Barracuda Backup
combines saftware, up to 50k storage-
saving deduplication, and offsite cloud
or private replication—all without per-

server or per-application licensing fees.

Physical and Virtual
Environments

Meast businesses today hawe a mixed
environment of physical and virtual servers.
Barracuda Backup is a single selution to
protect physical servers, Wware, and
Hyper-V with snapshet and granular file

recovery—all with unified policy management

far replication, schedulirg, and retenticn,

A Cloud with Benefits

Take the cloud far beyond starage. With
unlimited cloud storage plans ard extended
cloud retention, Barracuda Backup already

offers more than any solution has before.

Central rmaragernent, instant WiVivware recovery,

and on-demand user access to files via Copy

(www.copycom) redefine what's possible

Barracuda Backup gives you the freedom to replicate box-to-box, box-to-cloud, or both.

seararrosnra v g > 'S

ﬂ'f Barracuda Backup Server
" i il
- / Local Office

LA N E RN E RN ELENERERS]

Barracuda Cloud Storage




Key Features

il Data Backup Features +J) Data Recovery il Reporting & Statistics ® Backup Software Included

' Administration & Policy N ackup
Management i (SSHFS

Support Options Hardware Features
@ Barracuda Energize Updates % Instant Replacement Service  # Connectors

wooeLcompamson | w0 | 0 | a0 | o | w0 | w0 | om0 |

CAPACITY
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DCIG 2013 VIRTUAL SERVER BACKUP SOFTWARE BUYER’S GUIDE

The Insider's Guide to Evaluating Virtual Sarver Backup Softwara

OVERALL SCORES AND RANKINGS

Virtual Server Backup Software

[ 1. | Commbauit Simpana 10

2. Symantec NetBackup 7.5

CA Technologies ARCserve ri6
EMC MetWorker
EMC Avamar
Symantec Backup Exec 2012
Eversync 5.0
Arkeia Network Backup va.1*
Asigra Cloud Backup 12
Atempo Time Navigator
BridgeHead Softwars VMware Backup 4.1
IBM Tivol Storage Manage for Virtual Environments 6.3
Cofio Aimstor 3.0
HF Data Protector
IBM Tivol Storage FlashCopy Manager va.d
Deell Cuest Software vRanger 6.0
Acronis VMProtect B
Vezam Backup & Replication 6.5
PHD Virtual vE.0
Dell AppAssurs 5.2
Evault Data Protection Software
Idera Server Backup 5.0.2

Good
Good
Good
Good
Good
Good
Good
Good
Good
Basic
Basic
Basic
Basic

Total Mumber of Modals
Rankings
Highest 1 Aecommendad  §1.28 — 87.50
Lowest I Excellent  60.38 - 81.27
Averags (Mean) Good  57.46 - 69.37
Standard Deviation Besic  30.50 - 57.45

* Acquired by Wesiem Dighal
™ ApquIFed by Hiach| Dt Sysiems
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